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1.
Purpose (of summary)

This summary aims to provide the members of the Select Committee on Security and Constitutional Development with the presentation which will be made on behalf of the Department of Justice and Constitutional Development on 22 May 2013 in respect of the Protection of Personal Information Bill, 2009.

2.
Problem statement

2.1
Privacy and data protection legislation provides for the legal protection of a person in instances where his or her personal information is being collected, stored, used or communicated by another person or institution. The protection seeks to uphold the right to privacy as protected by section 14 of the Constitution of the Republic of South Africa, 1996 (the Constitution), and other International Human Rights instruments.

2.2
A person’s personal information needs protection since─

(i)
opportunities for private data collection have increased in recent years due to, among others:



*
the expansion of telecommunications technology;

*
access to information in terms of  legislation such as PAIA, FICA, ECT Act, National Credit Act etc;

(ii)
some of the information that is collected may unduly harm the subject of such collection by undermining his or her dignity, integrity and independence as it may be inaccurate, incomplete, irrelevant, accessed and distributed without authorisation, used for purposes that are incompatible with the purpose for which it was collected or unlawfully destroyed;

(iii)
unprotected personal information may lead to identity theft and other criminal offences, the proliferation of spam and other direct marketing excesses;

(iv)
adequate privacy protection will result in the free flow of information, which will stimulate the economy and provide employment opportunities, for instance in the call-centre industry; and

(v)
children and other vulnerable parties are currently unprotected especially in so far as the Internet (Facebook, etc) and other electronic devices are concerned.

2.3
Privacy and data protection legislation therefore seeks to─

(i)
balance the right to privacy and the right to access to information by regulating the flow of information worldwide; and

(ii)
harmonise the data protection laws of all countries worldwide in order to ensure the smooth flow of information from one country to the other.

2.4
Key users of personal information include the following:

* telephone companies;

* retailers;

* credit bureaux;

* transport companies;

* the health and medical profession;

* banks and financial institutions;

* the insurance industry;

* direct marketing industry;

* public bodies such as government departments and agencies, local authorities and the police.

3.
Background 

The PPI Bill emanates from an investigation by the South African Law Reform Commission which investigation was included in the programme of the Commission at the request of the Minister for Justice and Constitutional Development. Reasons for the request were as follows:

(i)
The Minister was approached by the Ad hoc Joint Committee on the Open Democracy Bill to introduce privacy and data protection legislation in Parliament.

(ii)
The sections dealing with privacy protection were removed from the Open Democracy Bill in order to meet Constitutional deadlines on time and the Bill was renamed and became the Promotion of Access to Information Act, 2000 (PAIA). These sections therefore had to be dealt with in a separate Bill.

4.
Current legal framework

4.1
In South Africa the right to privacy is protected in terms of─

*
the common law; and

*
section 14 of the Constitution.

(The protection of information is an aspect of safeguarding a person’s right to privacy.)

4.2
The law of delict provides a solid basis for data protection but can not be regarded as providing adequate protection. Legislation, incorporating internationally accepted data protection principles, is therefore required.

4.3
Although there is a small overlap between the PPI Bill and PAIA in so far as the latter provides for specific limitations to access of personal information, the bulk of the privacy principles are not included in PAIA.  PAIA does not, for example, provide for the─

* collection;

* distribution;

* quality assurance;

* security safeguards,

* retention periods; or

* destruction of information.

4.4
PAIA represents that part of the original Open Democracy Bill that remained when the privacy provisions were removed (see paragraph 3 above).

5.
Summary of key aspects of Bill

5.1
Introduction
It is essential to promote legislation in order to introduce a framework for privacy and data protection.  The Bill─

(i)
is a general information protection statute;

(ii)
is applicable to both the public and private sector;

(iii)
covers both automatic and manual processing; and

(iv)
will protect identifiable natural and juristic persons.

5.2
Conditions for lawful processing of personal information (Annexure 1):
5.2.1
Chapter 3 of the Bill deals with the conditions for the lawful processing of personal information and consists of Part A (processing of personal information in general), Part B (processing of special personal information) and Part C (processing of personal information of children).
5.2.2
The eight conditions as set out in Chapter 3 of the Bill are internationally and universally accepted and subscribed to─

(i)
by the following international instruments:


*
EU (CoE Convention, EU Directive and lately, the EU Regulation);

*
OECD Guidelines;

*
UN Guidelines;

*
APEC Framework;

*
Commonwealth Model Laws;

*
AU draft Convention on Cyber Security; and

(ii)
in legislation of 80 jurisdictions worldwide, including 11 jurisdictions in Africa (another 17 jurisdictions in Africa  have legislation in the pipeline, including the RSA.) This is the position without taking into consideration the effect of the AU Convention which will require AU countries to promulgate PPI legislation.

5.2.3
These conditions form the basis of legislation, agreements, corporate rules, codes of conduct, regulations and other self-regulatory instruments such as MOUs and IT related technical solutions.

5.2.4
The conditions are, worldwide, regarded as good business practice. 

5.2.5
The conditions are generic in nature and apply to all responsible parties from pre-primary schools to large financial institutions.  These conditions provide that personal information must be:

(i)
obtained fairly and lawfully;

(ii)
used only for the original specified purpose;

(iii)
adequate, relevant and not excessive to purpose;

(iv)
accurate and up to date;

(v)
accessible to the subject;

(vi)
kept secure;

(vii)
destroyed after its purpose is completed;

(viii)
transferred to countries that ensure an adequate level of information protection only.

5.2.6
The conditions therefore seek to ensure consistency in terminology, definitions and concepts of privacy and information protection where they are used in different laws and regulations.  They are also pro-active in nature, focussing on ensuring that proper systems are put in place instead of only policing encroachments.

5.3
Exclusions, exemptions and exceptions (derogations) (Annexure 1):
5.3.1
The processing of personal information by a responsible party can be─

(i)
excluded from the operation of the Act in terms of clause 6;
(ii)
exempted from specific conditions on request to the Regulator in terms of clause 37;

(iii)
excepted from specific conditions in terms of the provisions of the individual clauses (clauses 11 to 25 and 35);

(iv)
authorised in terms of clauses 26 to 33 in Part B or in terms of clause 35(2) in Part C.
5.3.2
The derogations referred to above are specific in nature, laid down in law and are those that are necessary in a democratic society.  The derogation targets the activity to be excluded, exempted or excepted and not the entity (responsible party) involved.  In the EU Directive the derogations are dealt with in Article 13. In future clause 21 of the Regulation will replace Article13. The most recent proposed amendments of clause 21 can be found in the Draft Report of the EU Parliament.  Notwithstanding the uncertainty brought about by the abovementioned law reform process, there are certain core values that has remained unchanged from the enactment of the  Directive in 1995 up to and including the draft Report by EU Parliament in 2013  (this process never included a debate about the essential values).  They are the following: 

(i)
National legislation must respect the inherent principle that clauses that introduce exceptions are interpreted restrictively so that the exception does not become the rule.
(ii)
The derogations will only be available where the responsible party is unable to comply with one or more of the conditions in respect of one or more of its specified activities.
(iii)
Even where a responsible party processes information in terms of a derogation, such processing must take place responsibly and in strict adherence to those conditions in respect of which a derogation is not applicable.

(iv)
A public interest derogation must establish the─

*
necessity and proportionality of the processing;
*
be explicitly identified in relation to the context of the intended processing in each case; and
*
detailed guarantees must be provided for in national legislation in order to preserve the data subject’s legitimate interests in cases where the public interest derogation is applied, which may, for example, include the objectives and purposes to be pursued by the processing, the determination of the controller, the categories of persons authorised to process the data, the procedure to be followed for the processing. 

5.4
Information Regulator (Annexure 2):
5.4.1
The Information Regulator will be an independent statutory authority exercising powers and performing functions in terms of the Bill and the Promotion of Access to Information Act, 2000.
5.4.2
Regulator consists of a Chairperson and four persons as ordinary members who are appointed by President for a period of not more than five years, but will be eligible for reappointment.  The powers, duties and functions of the Chairperson and other members are concerned must be exercised in terms of the Bill and PAIA.
5.4.3
Staff of the Regulator:  The chief executive officer and staff will be appointed by Regulator.  The chief executive officer is the accounting officer of the Regulator and is, among others, responsible for the management of the affairs and operations of the Regulator.
5.4.4
Committees of Regulator:  The Regulator may, if necessary for the proper performance of its functions, establish one or more committees which must consist of such members of the Regulator as the Regulator may designate and other persons appointed by the Regulator.  An Enforcement Committee will be established, consisting of at least one member of the Regulator and such other persons appointed by the Regulator, to consider complaints and recommending the proposed action to be taken by the Regulator in view of  a complaint.
5.5
Supervision (Annexure 3):
5.5.1
The Regulator will be empowered to exercise certain powers and perform certain duties and functions in terms of the PPI Bill and PAIA.
5.5.2
Insofar as the PPI Bill is concerned many of the powers, duties and functions of the Regulator are, as a first step, aimed at ensuring that Regulator fulfils an active role in promoting compliance with and acceptance among responsible parties of the provisions of the Bill.  These include—

(i)
the promulgation of regulations;

(ii)
prior authorisation;

(iii)
issuing codes of conduct;

(iv)
conducting assessments; and

(v)
issuing guidelines.
5.5.3
Regulator may issue regulations, among others, relating to—

(i)
the processing of health information by certain responsible parties;
(ii)
the responsibilities of information officers;
(iii)
the manner and form within which the data subject’s consent must be requested;
(iv)
the Regulator acting as conciliator in relation to any interference with the protection of personal information;
(v)
the settlement of complaints; and
(vi)
the manner in which an assessment of the processing of personal information will be made.
5.5.4
Prior authorisation:  A responsible party who plans to—

(i)
process unique identifiers of data subjects under certain circumstances;

(ii)
process information on criminal behaviour;

(iii)
process information for purposes of credit reporting;

(iv)
transfer special personal information or information to third country that does not provide an adequate level of protection,

must obtain prior authorisation from Regulator.

5.5.5
Codes of conduct:  The development of codes will contribute to the proper implementation of the conditions for lawful processing in different sectors and will prescribe how the conditions are to be complied with within specific sectors.

5.5.6
Assessments:  Regulator may, on its own initiative, or at request by any person conduct an assessment with regard to the processing of personal information practices in order to determine whether such practices comply with the provisions of the Bill.  The Regulator—

(i)
may serve responsible party with information notice requiring a report that the responsible party is complying with provisions of the Bill; and

(ii)
must, after completing assessment, report results (recommendations) to responsible party and may require that responsible party take steps to implement recommendations.

5.5.7
Guidelines:  Regulator may issue guidelines to assist bodies to develop codes of conduct or to apply codes of conduct.

5.5.8
Promotion of Access to Information Act:  All the existing responsibilities of the South African Human Rights Commission as regulated in terms of PAIA will be assigned to the Regulator.  The Schedule to the Bill aims to amend the provisions of PAIA in order to ensure that the Regulator may conduct assessments on its own initiative or upon request in order to determine whether a public or private body generally complies with the provisions of PAIA insofar as its policies and implementation procedures are concerned.
5.6
Enforcement (Annexure 4):
5.6.1
The Regulator will also fulfill an important role in the  enforcement of the provisions of the PPI Bill and PAIA.
5.6.2
Insofar as the PPI Bill is concerned it may be mentioned that enforcement in terms of the Bill consists of three different components, namely administrative procedures, criminal and civil processes.

5.6.3.1
The administrative process is complaints driven to the extent that interference with the protection of the personal information of a data subject, among others, consists of—

(i)
any breach of the conditions for the lawful processing of personal information; or
(ii)
a breach of the provisions of a code of conduct.

A complaint may be submitted to the Regulator, but if a code of conduct has been issued in respect of a specific sector such complaint will have to be submitted to the adjudicator who has been appointed in terms of the code.

5.6.3.2
Code of conduct:  A complaint in respect of a breach of the provisions of a code will be directed to the adjudicator.  A responsible party or a data subject who is aggrieved by a decision of an adjudicator may approach the Regulator for appropriate relief.

5.6.3.3
Breach of conditions where a code has not been issued:  Complaint must be submitted to Regulator.  The Regulator may take the following action on receipt of a complaint—

(i)
impose an administrative fine;

(ii)
conduct a pre-investigation by, among others—

*
informing the responsible party of the details of the complaint and affording that party to submit a written response in respect of the complaint;
(iii)
refer the complaint to another regulatory body if—

*
the complaint relates to a matter that is more properly within jurisdiction of another regulatory body;
(iv)
act, at any time during the investigation and where appropriate, as conciliator if it appears to be possible to secure—



*
a settlement between the parties; and
*
a satisfactory assurance against the repetition of any action that is the subject matter of the complaint;
(v)
decide to take no action or require no further action in respect of the complaint, among others, if—

*
the subject matter of the complaint is trivial; or
*
the complaint is frivolous or vexatious or is not made in good faith; and
(vi)
conduct a full investigation of the complaint in terms of which—

*
an information notice can be issued in terms of which it is required that a responsible party provides the Regulator with a report indicating that processing is taking place in compliance with  the Bill;

*
an enforcement notice can be issued if Regulator is satisfied that the responsible party has interfered or is interfering with the protection of personal information;
*
a responsible party may appeal to a High Court for the setting aside or variation of an enforcement notice; or

*
a responsible party who does not comply with an enforcement notice commits an offence and may be prosecuted or receive an administrative fine.
5.6.4
Criminal process:  Certain offences have been created to strengthen the enforcement of the Bill, namely—
(i)
obstruction of the Regulator;

(ii)
breach of confidentiality;

(iii)
obstruction of the execution of a warrant;

(iv)
failure to comply with enforcement or information notices;

(v)
offences by witnesses, i.e. persons who are summoned to attend and give evidence or to produce any book, document or object before the Regulator, but fail to do so; and

(vi)
criminal acts in connection with the account numbers of data subjects.  

5.6.5
Civil process:  A data subject may institute a civil action for damages against a responsible party for breach of any provision of the Bill.  A court may, apart from compensatory damages for patrimonial and non-patrimonial loss, also award aggravated damages that are just and equitable.
5.6.6.1
Promotion of Access to information Act:  The Schedule to the Bill aims to amend the PAIA complaints procedure as follows:
(i)
Insofar as certain public bodies are concerned, the compulsory internal appeal procedure will be retained.  A party who is aggrieved by a decision of the relevant authority will have an option to either submit a complaint to the Regulator or to approach the court for appropriate relief; and

(ii)
a party who is aggrieved with a decision by the head of a private body will be able to either submit a complaint to the Regulator in respect of the decision concerned, or to approach the court for appropriate relief.
5.6.6.2
The Regulator may take the following action on receipt of a complaint—

(i)
conduct a pre-investigation by, among others—

*
informing the information officer of a public body or head of a private body of the details of the complaint and affording that party to submit a written response in respect of the complaint;

(ii)
secure a settlement between the parties, if it appears from the complaint, or any written response, that it may be possible for the parties to settle the complaint;
(iii)
decide to take no action or require no further action in respect of the complaint, among others, if the complaint is frivolous or vexatious or is not made in good faith; and

(vi)
conduct a full investigation of the complaint in terms of which—

*
an information notice can be issued in terms of which it is required that a responsible party provides the Regulator with the information specified in the notice;

*
an enforcement notice can be issued, among others, in terms of which the decision which is the subject of the complaint is confirmed, amended or set aside;

*
an information officer of a public body or head of a private body may apply to a court for appropriate relief; or

*
an information officer of a public body or head of a private body who refuses to comply with an enforcement notice is guilty of an offence.
6.
Implications of recommended approach for South Africa’s international standing/obligations (Annexures 5 and 6)

6.1
The recommendations are in compliance with the following two crucial international instruments─

(i)
the Council of Europe’s 1981 Convention for the Protection of Individuals with regard to the Automatic Processing of Personal Data (CoE Convention); and

(ii)
the 1981 Organization for Economic Cooperation and Development’s (OECD) Guidelines Governing the Protection of Privacy and Transborder Data Flows of Personal Data.

6.2
The legislative proposals underpin the key global requirements for the protection of personal information that are articulated in the above instruments and which require that globally recognised principles of data collection must form the basis of all legislative or self-regulatory control.

6.3
The recommendations also seek to meet EU adequacy requirements in terms of the Data Protection Directive 95/46/EC. The Directive seeks to─


(i)
harmonise EU Member states’ laws;

(ii)
provide that personal data should only be allowed to flow outside the boundaries of the European Union to countries that can guarantee an “adequate level of protection” of the data.

6.4.1
A country can meet the EU adequacy requirements by─

(i)
introducing an appropriate comprehensive statute that meets the requirements of the Directive; and

(ii)
providing for an independent regulatory authority.

6.4.2
In the absence of an adequacy rating for the country, a company can meet the adequacy requirements per contract by─

(i)
ensuring the unambiguously given consent of the subject to each transfer; or

(ii)
established privacy rights through appropriate contractual clauses in each instance.

6.4.3
Adequacy is determined by the Art 29 EU Data Protection Working Party which consists of the Data Protection Commissioners of the European Union member countries and the recommendations of the Working Party are set out in a published opinion.  Internationally accepted standards prescribe that a number of safeguards have to be in place in order to ensure the adequate protection of personal information.  These safeguards are the following:

(i)
All the responsible parties involved in the processing of personal information in the sector have to be covered by the applicable legislation;

(ii)
all the internationally accepted information protection principles, as  set out in Chapter 3 of the PPI Bill, that protect personal information and all the measures in the Bill that give effect to those principles, have to be accommodated in applicable legislation; and

(iii)
both paragraphs (i) and (ii) have to be complied with during every stage in the information cycle (which starts with the collection of information and ends with the destruction thereof). 
7.
Legal and policy implications

7.1
EU adequacy requirements:
The need for ensuring that South Africa’s privacy legislation complies with the adequacy

requirements of the European Union has already been indicated (see paragraph 6).

7.2
Establishment of an Information Protection Regulator:
The existence of a vigorous supervisory authority is indispensable for good privacy protection since─

(i)
laws are not self-implementing;

(ii)
the culture of privacy cannot securely establish itself without an authoritative champion.

7.3
One regulatory authority for both PAIA and POPIA:
The National Assembly approved that a single statutory regulatory authority must administer both the information privacy legislation (the current proposed Bill) and the access to information legislation (PAIA).  Arguments in favour of this position are─

(i)
this proposal, which was also set out in the SALRC’s discussion paper, received wide approval.

(ii)
introducing a single Regulator dealing with both aspects will have positive cost implications and is seen as a practical solution.

(iii)
This position is working well in the United Kingdom (as well as Germany, federal states of Canada and Mexico) where the Information Commissioner administers both the Data Protection Act 1998 and the Freedom of Information Act 2000.

7.4
Framework legislation:
The enactment of a general information protection Act, incorporating internationally accepted data protection principles, will—

(i)
ensure the protection of the personal information of data subjects; and

(ii)
contribute to the free flow of information within the Republic and across international borders.
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STRUCTURE OF INFORMATION REGULATOR


[image: image2]
ANNEXURE 3
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ENFORCEMENT
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ADEQUACY


ANNEXURE 6:

INFORMATION MANAGEMENT CYCLE


[image: image5.emf]The Information    

Management Lifecycle

Destruction

Collection

Storage

Use

Distribution

Archive


Accountable





Appoints





Appoints / seconds








1. ENFORCEMENT COMMITTEE





2.  OTHER COMMITTEES





Consists of designated members and appointed other persons





Chairperson (Fulltime)


__________________





2 Members


 (Fulltime)





2 Members (Fulltime/Part-time)














ADMINISTRATION





1.CEO


Head of Administration & Accounting officer





2.Staff  





3.Specialist consultants














INFORMATION REGULATOR





Juristic person





Full action


(PPI & PAIA)





No action


(PPI & PAIA)





SUPERVISION








Guidelines














Assessments














Codes of Conduct














Prior Authorisation














Regulations














INFORMATION REGULATOR





INFORMATION OFFICERS


 











Functions taken over from SAHRC





Promotion of Access to Information Act, 2000














Protection of Personal Information Bill








Criminal court process


(PPI)











Administrative fine (alleged offence)


(PPI)














Investigation














Regulator


(PPI & PAIA)

















Adjudicator


Code of conduct


(PPI)














Complaint


(PPI & PAIA)














ENFORCEMENT











Refer complaint to other regulatory body


(PPI)





Civil court process


(PPI)











Administrative process





















































TRANSBORDER TRANSFERS


(Clause 72)





ENFORCEMENT





INFORMATION CYCLE














CONDITIONS














ADEQUACY











RESPONSIBLE PARTY














INTERNATIONAL INSTRUMENTS


(EU Regulation)
































Act and Regulations











Good business practice





CONDITIONS FOR LAWFUL PROCESSING


�
�












EIGHT CONDITIONS�






EXEMPTIONS





EXCLUSIONS





EXCEPTIONS�
�



APPLICABLE TO ALL RESPONSIBLE PARTIES�
�
Conditions for lawful processing








Sector specific legislation














Codes of conduct














Regulator











Adjudicator








Accountable





Accountable





President appoints (NA recommends)

















Mediation/conciliation


(PPI & PAIA)





Civil damages














Offences














Appeal














Information notice





Enforcement notice





Appeal





Criminal offence





Conviction


(PPI & PAIA)





Administrative fine


(PPI)





Non-compliance









