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NOTE:  KEY ISSUES IDENTIFIED BY THE CONTENT ADVISOR OF THE SELECT COMMITTEE FOR SECURITY AND CONSTITUTIONAL DEVELOPMENT:  PROTECTION OF PERSONAL INFORMATION BILL [B 9B – 2009]:  DOCUMENT DATED 13 FEBRUARY 2013 
	KEY ISSUES

	1.
Consent, justification and objection

Cl 11(3)(a)
	There is no definition of what constitutes “reasonable grounds”.
The objection by the data subject should be enough and should not be qualified by “reasonable grounds”.
	The meaning of the phrase “reasonable grounds” is well established in terms of case law and do not need to be defined for purposes of the Bill or clause 11.  It is submitted that it is more appropriate to leave the interpretation of the phrase to the courts to be determined on a case by case basis with specific reference to the particular situation of a data subject. 
It should be noted that the right of the data subject is restricted to the matters referred to in paragraphs (d) to (f).  The interests referred to in those paragraphs are important interests which justify the restriction of the right to object to those cases where such objection is based upon “reasonable grounds”.


	2.
Retention and Restriction of Records

Cl (14)(1)
	The Committee should consider placing a time limit on the retention of records.  How this ultimately protects data subjects.
	The introduction of time limits will not be consistent with the introduction of framework legislation which the Bill ultimately aims to do.  Time limits with regard to the retention of records are dealt with in specific legislation, such as legislation dealing with archives et cetera.  It should also be kept in mind that where there is a real need to introduce time limits in respect of certain sectors, such time limits will be introduced, where necessary, in terms of codes of conduct which, among others, will explain how the conditions for the lawful processing of personal information should be applied or complied with within specific sectors of society.
Finally, it should also be taken into consideration that it will not be practical to introduce different time limits in respect of different sectors, because such list will never be exhaustive and will simply be too long to be accommodated in the Bill. 



	3.
Notification of security compromises 
Cl 22(4)(c) and (d)
	Clause (c) – (d) provides for the publication of the notification when the Regulator.  The Committee should consider whether the publication process not affect the right to privacy of a data subject?
	The publication of the notification does not present a risk for the privacy of a data subject since the notification does not contain any personal information.  Subclause (5) prescribes what should be included in the notification, such as a description of the possible consequences of a security compromise and a description of the measures that the responsible party intends to take or has taken to address the security compromise.


	4.
Correction of personal information
Cl 24(2)(a) – (c)
	The Committee should consider whether it is appropriate to place time limits on the correction of information applicable to both the Regulator and data subject.
	A requirement that a correction should be affected within a certain period may be introduced, but it is submitted that a specific period, for example, “within 48 hours after having received the request for correction” should be avoided.  It is submitted that it may be more appropriate to require that a correction should be affected “ as soon as reasonable practicable”.  This phrase would be better suited for inclusion in framework legislation such as the PPI Bill and will be consistent with the use of the phrase in other parts of the Bill.  Introduction of the aforementioned phrase will also ensure a balanced approach and will accommodate a case by case analysis of what the required period in individual cases should be.


	5.
Authorisation concerning data subject’s health or sex life
Cl 32(1)
	The proposed exemptions for certain categories of people such as medical professionals, insurance companies and probation institutions or child protection.  The Minister and Minister of Correctional Services, pension fund administrators are also excluded.  The question that should be considered is whether the exemption should be granted to those companies that in the longer term will benefit or profit from information held by them on data subjects.  There are ethics involved in processing the information and should be clarified.

	Clause 32 authorises certain bodies to process a certain category of special personal information under certain circumstances.  It does not mean that body which is authorised to process special personal information does not have to comply with the conditions for the lawful processing of personal information.  A body that may process the special personal information referred to in clause 32 (or any of the other clauses referred to in Part B of Chapter 3) must still comply with the conditions for the lawful processing of personal information as stipulated in Part A.  It is the conditions reflected in Part A that establish the framework within which information is processed lawfully and if such processing takes place in accordance with those conditions then the risk of any interference with the protection of personal information is reduced to an absolute minimum.

	6.
Authorisation concerning data subject’s criminal behaviour
Cl 33(1)
	The processing of information by law enforcement agencies, are exempted.  However, clause 33(2) can be considered too wide ranging because it allows pre-emptive data processing if the responsible party for their own lawful purpose, to “protect their legitimate interest”.
The Committee may want to consider placing a qualification on this clause so that such exemption is within the constitutional boundaries.


	Subclause (2) formed part of the introduced version of the Bill when the clause defined criminal behaviour as, among others, criminal convictions.  The term “criminal behaviour” as defined in the current version of clause 32 does not include reference to “criminal convictions” and it is therefore submitted that subclause (2) should be omitted from clause 33.

	7.
Exemption from information protection principles
Chapter 4

Cl 36 and 37
	The Regulator may, in the public interest or the data subject’s interest, grant an exemption to authorise the responsible party to process information even if it breaches the principles of information protection. The Committee should consider this clause and weigh it up with the right to privacy.

	The provision is not problematic because the right of the Regulator to grant an exemption is restricted in terms of clause 37(2) which defines the parameters of the public interest.  Even though it is not a closed list the list is in line with clause 6 and in compliance with article 13 of the EU Directive.  The interests referred to in paragraphs (a) to (f) are important and not frivolous to the extent that those grounds would be used to justify an encroachment of the right to privacy under a normal investigation into possible unconstitutionality as provided for in section 36 of the Constitution i.e. those grounds are justifiable limitations of the right to privacy.


