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1. Introduction

The Open Democracy Advice Centre (“ODAC”) makes this submission to the Ad Hoc Committee on Intelligence on the Protection of Information Bill (“the Committee”) in response to a notice issued by Parliament on 30 May 2008. 

1.1 The Open Democracy Advice Centre

ODAC is a specialist non-profit law centre working in the areas of access to information and whistleblowing. It is the product of a lengthy campaign by social justice groups which united to form the Open Democracy Campaign Group, active from 1996 through 2000. These campaign groups consisted of Idasa, Black Sash, Human Rights Committee, Legal Resources Centre, Environmental Monitoring Group, South African NGO Coalition, National Association of Democratic Lawyers, South African Council of Churches, the South African Catholic Bishops Council, and the Congress of South African Trade Unions.  The Open Democracy Campaign Group made numerous submissions to the Parliamentary Ad Hoc Committee on the Open Democracy Bill – the precursor to the Promotion of Access to Information Act (PAIA) and the Protected Disclosures Act (PDA) - based on three years of extensive research. This was followed by the enactment of the Acts in February 2000. 

Throughout the five-year Open Democracy Campaign, we have been engaged in research and advocacy, in local and international arena "best practices" compiled and adapted for use in the South African socio-economic rights campaign context.  Repeatedly, the need was raised for a practical, specialist service organization to assist social justice-based organizations to access their rights in relation to PAIA and PDA.
 
The Open Democracy Advice Centre (ODAC) was launched in October 2000 as a niche, not-for-profit partnership between the Institute for Democracy in South Africa (Idasa), the University Of Cape Town Department Of Public Law, and the Black Sash Trust. It is the only specialist Centre of its kind in South Africa (and the first on the African Continent).  ODAC's mission is to promote open and transparent democracy; foster a culture of corporate and government accountability; and to assist people in South Africa in realizing their human rights. ODAC seeks to achieve its mission through supporting the effective implementation of rights and laws that enable access to, and disclosure of, information so that it makes a material, tangible difference to the lives of the poor, and thereby contribute to social and economic justice. 

ODAC undertakes a number of initiatives in respect of access to information including awareness raising, support to organisations requesting information, training, litigation and policy work in respect of the legislation.  In addition, ODAC continues to support the usage of Right to Know laws  in South Africa. These initiatives include:

· Enhancing civil society access to public and private information through the Access to Information laws.

· Promoting the fight against corruption by supporting actual and potential bona fide whistleblowers using the Whistleblower Protection legislation by providing legal advice, support and case referral. 

· Supporting effective implementation of the new laws by assisting public institutions to develop policies, procedures and systems. 

· Providing public information and training on using the legislation through public awareness campaigns, and workshops. 

· Monitoring the implementation and use of the legislation in order to refine and improve it by conducting applied and comparative research. This submission therefore focuses on the role played by relevant institutions such as the SAHRC in supporting implementation of these laws.

2. The Protection of Information Bill 2008

The rest of this paper captures our assessment of the Protection of Information Bill 2008 (“the Bill”):

2.1 General Observations regarding the Bill

The premise of the Open Democracy Advice Centre is that enhancing public awareness of the Promotion of Access to Information Act (PAIA), and overseeing its effective implementation, will help to foster open, transparent and accountable governance. It is our belief that openness enhances and supports the delivery of social and economic rights and goes some way to preventing the scourge of corruption from diverting resources intended for development. We welcome the tabling of this legislation, as a much needed component of the access to information regime in South Africa.

ODAC contends that the basic premise of the Protection of Information Bill, should reflect that public records and information are the property of South African citizens, and all initial presumptions should favour disclosure. While certain information must be exempt from immediate disclosure for several disparate reasons, these exemptions must only function to an extent that is reasonable and justifiable in an open and democratic society and must at all times reflect the public interest of South African citizens in order be considered legitimate. 

The draft Bill in front of Parliament attempts to set up a parallel, incoherent regime for refusing access to information, and for classifying such documents when considered in contrast to the PAIA, the principal governing law on access to information. Rather than solving the problem, the provisions in the Bill which attempt to harmonise the legislation cause more confusion.

This can in large measure be remedied by synchronising the two pieces of law, and ensuring that the classifications proposed apply to records, but only once they are exempt form disclosure in terms of PAIA. This would require a preliminary assessment of the record by the agency, and on assessment, categorizing it. 

We would point out that the difficulty of reviewing such decisions is that the adjudicator needs to look at the record. 

The Bill does not create an adjudicatory body, and thus all refusals of records must be referred to the Minister where there is a dispute. The executive is not the appropriate wing of government to decide such matters, in terms of the doctrine of separation of powers. Where the Minister is unable to mediate the dispute to the parties’ satisfaction , such matters must be taken on appeal to the High Court, especially if a request is made for them in terms of the Access to Information Act. This creates an obstacle in access to justice, in that only wealthy applicants will be able to afford such legal action, denying access to such records to the poor where there is a dispute. 

A second difficulty is the question of who can look at the records in order to review decisions made about them, once they are in dispute. If the matter is referred to a court, no rules yet exist on how this is dealt with. 

The ad hoc Committee on the Review of the Chapter Nine and Associated Institutions also identified a gap in relation to managing disputes about the release of records under PAIA, and recommended the creation of a dedicated Information Commissioner.

This issue seems to have led to the inclusion of Section 57(1), which authorises the Court to permit pre-trial access in order to facilitate argument in further proceedings. While a significant innovation with regards both to its predecessor and PAIA, this Section is particularly vague and needs further clarification and expansion if it is to achieve its objective.  

2.2 The Preamble

The preamble of the Bill states an affirmation of “the constitutional framework of the protection and regulation of access to information”. It is not clear what constitutional framework the drafters were alluding to with regards to protection of information. Section 32 of the South African Constitution of 1996 states: 

(1) Everyone has the right of access to – 

(a) 
any information held by the state, and; 

(b) 
any information that is held by another person and that is required for the exercise or protection of any rights; 

(2) National legislation must be enacted to give effect to this right, and may provide for reasonable measures to alleviate the administrative and financial burden on the state.
 

The Promotion of Access to Information Act (PAIA) is the legislation envisaged by sec 32(2) of the Constitution
  and was approved by Parliament in February 2000 and came into effect in March 2001.
 It implements the constitutional right of access to information and is intended to “foster a culture of transparency and accountability in public and private bodies by giving effect to the right of access to information” and “Actively promote a society in which the people of South Africa have effective access to information to enable them to fully exercise and protect all of their rights.”  South Africa’s access to information legislation is exemplary, and has been called “the gold standard”.

As far as we can see, the constitutional framework provides for access to information, and the limitation thereof by a law of general application which is reasonable and justifiable in an open and democratic society Where the constitutional right to access to information is at issue, the constitution will take precedence over legislation. 

2.3 Major Difference between PAIA and the Protection of Information Bill

The draft Bill creates three categories of information: 

· valuable information, which must be preserved;

· sensitive information, which must be protected against disclosure

· commercial information, which must be protected from disclosure;

· and personal information, which must be protected from disclosure

Once information is categorized as sensitive, it must them be classified, as confidential, secret, and top secret. 

There is a wide range of other exemptions in PAIA in relation to SARS (sec 35), in relation to information held under a duty of confidence, (sec37) the protection of safety of individuals (38), police dockets, law enforcement and legal proceedings, defence security and international relations (sec 41), economic interests and financial welfare of the Republic (42), and the protection of research information. This information may be exempt from disclosure, but not categorized as sensitive. We are not clear as to how officials are to deal with such circumstances. 

We would argue that all information exempted from disclosure in terms of PAIA is sensitive, and should consequently be classified. . 

a) Objects of the Laws

Section 22(b) of the Bill and section 9(e) of PAIA, while not explicitly linked, they both state importance of access to information— mainly that access to information promotes transparency and accountability in public and private sectors. The Bill provision states the aforementioned in the negative tense— stating five “circumstances”, in which classification (or barred access) of information is unjustified. As follows, when phrased in the positive tense, 22 (b) states the reasons why access to information is justified, and hence mirrors PAIA. For example, 22 (b) states that classification can not be used to “conceal an unlawful act or omission…”, “…limit scrutiny and thereby avoid criticism”, or “prevent embarrassment...”. Thus, the Bill is also stating that access to information is an important mechanism for enforcing accountability and transparency, PAIA states the aforementioned in the positive sense. 

Likewise, the rationales of the Bill and its predecessor, the Apartheid-era Protection of Information Act of 1982 are entirely different, one endeavouring to regulate and promote access to information in a Constitutional democracy, the other attempting to hold on to any information which may help secure a backward regime under threat. As such, do any repeated provisions have  relevance in modern South Africa?  It is quite important that the drafters of the legislation must bear this in mind when borrowing some provisions from the Protection of Information Act of 1982.

b) Chapter 1: Definitions

This section contains the definition of both “national interest of the Republic” and “Public Interest”. Attention must be drawn to the differing the manner in which PAIA and this Bill deal with the issue of national interest. 

Both laws state the “national interest” as sufficient grounds for the protection of information against disclosure. If disclosure is expected to endanger the security, stability, and defence of the Republic, then that information may justifiably be protected against release. Whereas, this Bill mandates that such information must be protected, PAIA only states that the national interest may or may not be used as grounds for refusal. The Bill labels such information as “sensitive information” (cf. Section 14 & 15), which is consequentially subject to rules regulating classification or designation. The level of classification or designation is proportionate to the degree of harm resulting from disclosure. However, PAIA does not mandate protection from disclosure, but states that the information officer “may refuse” access on the aforementioned grounds (cf. Section 33 1(b)). 

Recommendation: The issue of the public interest is inadequately covered and elaborated in the Bill. It seems clear that a mandate to release information through a general public interest override should be built into the Bill.

c) Commercial Information

Section 16 of the Bill and sections 36 and 42 of PAIA both state economic security as grounds for refusal of access to information. In the Bill “Commercial Information” is defined as classified information containing commercial or financial content, which is protected against disclosure to safeguard the national interest of the Republic, as well as the interest of an involved third party.

In similar fashion, 36 and 42 of PAIA delineate grounds for “mandatory protection” of “commercial information of a third party” and “economic and financial welfare of the Republic” respectively.

While similar, dissonance between the Bill and PAIA is found in the Bill’s omission of the public interest as sufficient and mandatory grounds for disclosure of commercial information.  In sections 36 and 42 PAIA includes a list of exemptions to the mandatory protection of commercial information, one being if disclosure would “reveal a serious public safety or environmental risk” (cf. 36 (2) (c) & 42 (5)(c)) (Section 46 is entirely dedicated to explicating “mandatory disclosure in public interest”). 

The Bill on the other hand, only refers to the public interest within section 22 “Principles of classification”, as one of many factors to balance with “the benefits of secrecy” (cf. 22 (i) (vi)). 

Similarly, PAIA protections of commercial information are rooted in the fact that the legislation is applicable to both public and private bodies. They are primarily a compromise between a desire for corporate transparency and a recognition that trade secrets represent substantial financial commitments and warrant protection on the basis that private investment should be encouraged and protected. Given that the draft Bill applies only to public sector commercial information , it seems unduly burdensome – to the requestor -  for the restrictions not to be eased from those established under PAIA.

d) Defence and Security Information

Sections 22 (a) of the Bill and 41(a) of PAIA both state the national interest, security, and relations as grounds for refusing access to information.  The Bill’s provision lies within the context of rules for the classification of information, thereby justifying refusal to access. PAIA explicitly states the national interest as “grounds for the refusal of access to information” (cf. Chapter 4).

While the Bill is quite a departure from the Apartheid-era Protection of Information Act of 1982, the Bill does share the phrase, “security or interests of the Republic” which recurs frequently. The two may very easily be brought into conflict, and it may be necessary to explicitly state the superiority of the general public interest of the Republic with regards to the security interest. 

e) Personal Information

Section 17 and 27 (c) of the Bill and section 38 of PAIA both state that the safety of individual(s) is sufficient grounds for protecting information against disclosure. In the Bill, physical safety of individual(s) not only warrants mandatory protection, but extends the “protection” or classification period indefinitely (assuming sufficient cause is provided to the Minister). In similar fashion, PAIA requires mandatory protection (cf. 33 (1) (a)). 

2.4 Chapter 2: Nature and General Principles of Information

a) Section 5(3) of the Bill states that: 

“State information should be made available to the public unless there are good reasons to withhold it” [Own emphasis].  The question here would be; “Good reasons” by whose estimation? Another question could also easily be; “what constitutes a good reason?”  

This formulation could easily lend itself to widely unwarranted and discretionary decision making on the right of access to information by the very holders of the  information in dispute.

That the right of access to information may be reasonably and justifiably limited in specific circumstances is not in dispute. It is contended, however, that this section needs to crafted such that any limitation of the right of access to information is explicitly elaborated and regulated in the law such is the case with Chapter 4 of the Promotion of Access to Information Act of 2000 (PAIA). 

Recommendation: We recommend that this clause be removed.

b) Section 6: Protected Information

In this section in the term “protected information” is used in two different senses, causing confusion.  In the first sense protected information is used as an umbrella term to include all state information requiring protection against disclosure or alteration.  In the second sense (section 6(1)), “protected information” is used as a subcategory, to specify all information requiring protection against disclosure (that is, classified or designated information). 

Recommendation: We recommend that the committee pay special attention to this section in order to change how clause is framed so that “protected information” is distinguished from “valuable information”— information that requires protection against alteration. 

c) Section 6(4) of the Bill states that: 

“State information in material or documented form which requires protection against unauthorised disclosure may be protected by way of classification and access to such information may be restricted to certain individuals who carry a commensurate security clearance.” [Own emphasis]. The phrase “access to such information may be restricted…” could be misinterpreted in its meaning. 

Recommendation: We recommend that the grammar be amended to read; “… and access to such information may only be granted to individuals who carry a commensurate security clearance.”

d) Section 7(a) provides that:

 “Unless restricted by law or by justifiable public or private considerations, state information should be available and accessible to all persons”. [Own emphasis]. Again this is about restriction of information in certain circumstances. The Bill introduces a legally untenable line by providing that “justifiable public or private considerations” can be used to restrict access to state information. It is only constitutional to restrict information in terms of legislation, not arbitrary public or private considerations”. 
Recommendation: We recommend that the phrase “or by justifiable public considerations” be removed.

e) Section 7(e)  states that:

“Free flow of information can promote safety and security.” [Own emphasis]. Case law on the usage of access to information laws through out the world shows that free flow of information is does in fact promote safety and security of individuals and also promotes the protection and realization of civil, political and socio-economic rights
. 

Recommendation: We recommend that the auxiliary verb “can” be deleted or be replaced with “does”.

2.5 Chapter 3: National Information Security Standards and Departmental Policies and Procedures

a) Section 9(1)(a) states that:

“The Minister shall, within twelve months of the commencement of this Act - (a) prescribe broad categories of information that may be designated, classified, downgraded and declassified and protected against destruction, alteration and loss;…” [Own emphasis]. The usage of “declassified” as an adjective and as a verb can lead to confusion, as is the use of “designated” and “classified”.

Recommendation: Firstly, the text of the clause must change to eliminate any confusion with regards to the usage of verbs and adjectives. Secondly the phrase “by regulation” must be inserted to subsections (a) and (b) to precede the words “prescribe”.

b) Section 10 (2) states that:

“Departmental policies and directives shall not be inconsistent with the national information security standards made in terms of section 9.” [Own emphasis]. It is not clear why the drafter of the Bill chose to use a double-negative in this clause.

Recommendation: It is preferable that the double-negative be removed and be replaced with the positive tense— “must be consistent”.

2.6 Chapter 5: Information Which Requires Protection Against Disclosure 

a) Section 14 & 15:

Section 14 defines “sensitive information” as “information which must be protected from disclosure in order to prevent the national interest of the Republic from being endangered.” This definition is insufficient. It appears to be a catch-all clause based on a overly broad definition of “national interest of the Republic” provided for in section 15 of the Bill. 

Recommendation: We recommend that the drafters of the Bill redraft this section by considering how protection of national interest information is dealt with in Section 41 of PAIA where national interest information is appropriately regulated to include only matters that concern defence, security and international relations. 

Accordingly, we also recommend that section 15 be deleted in its entirety.

2.7 Chapter 6: Classification of Information

a) Section 22: Principles of classification

We commend the drafters of the Bill for this section. This section attempts to bring the tone of the law within the current openness and transparency regime that is being fostered in the country since then passage of South Africa’s right-to-information laws in the year 2000, namely; the Promotion of Access to Information Act No. 2, the Promotion of Administrative Justice Act No. 3 and the Protected Disclosures Act No. 26.

However, Section 22, Principles of Classification, supplys the guiding norms for the state’s determination for extended disclosure. First and foremost, classification is guided by the principle, “Secrecy exists to protect the national interest” (cf. section 22 (1) (a)). While democratic norms (e.g. balancing test of protections and rights, individual liberty, access to resources, public interest, etc…) are briefly alluded to in the Bill’s preamble and objects of the act, section 22 makes no serious mention of these precedent norms. Furthermore, section 22’s frequent employment of vague and subjective language has the effects of: first, fashioning the activity of classification as a matter of subjective discretion, rather than one of objective jurisdiction. For example, section 22 (1) (i) states that: “classification decisions ought to assess and weigh the benefits of secrecy with factors…”. The provision uses “ought” rather than “must”, which has the effect of putting forth a suggestion to, rather than a mandate on, organs of the state. 

The suggestion to evaluate multiple factors when determining the status of information, resembles, but is ultimately not faithful, to the public interest balancing test set forth by PAIA (s. 46) and grounded by constitutional principles. A balancing test, as a democratic mechanism, is designed to guide and facilitate fair, unbiased decisions, through the weighing and consideration of multiple, often competing, rights. On the other hand, if the rights to be weighed are not representative of the rights to be had in any given determination, then that determination favors a particular interest prima facie; as such, the determination is not subject to a fair and balanced procedure, but to the biased, unchecked discretion of the determining power. As follows, Section 22 (i) esteems  “benefits of secrecy” as the chief principle in determining classification. As “secrecy exists to protect the national interest” (cf. 22 (1) (a)), protection of the national interest is the assumed benefit to be had from secrecy; thus, the clause implicitly states that the national interest is to be given a higher authority in these determinations. Furthermore, the provision specifies more grounds or “factors” that protect the “national interest” (cf. 22 (1) (i) (i) (ii) (iv)), as opposed to only one factor allotted to protect the “the public benefit” (cf. 22 (i) (vi)). 

This biased shift in favor of “national interests” betrays both the democratic commitment to the public interest and betrays the concept of security as defined by the Constitution in section 198 (a), (c), which provides the “governing principles” for “national security”: 

“ (a) National security must reflect the resolve of South Africans, as individuals and as a  nation, to live as equals, to live in peace  and  harmony, to be  free from fear  and want  and to seek a better  life” 

and 

“(c) National  security must be  pursued in compliance with the law, including international law.” 

In summary, national security is subject to “public benefit” and legal regulation, both of which 22 (1) (i) fails to uphold. The Bill’s concretization of the “national interest” as a broad, competing right with a public interest is a far cry from the founding principles South African democracy. And again, it should be reiterated that such balanced rational processes, are not required by law, but are themselves a manner of discretion, according to the Bill’s provision.  

Recommendation: These principles do not have the capacity to effectively regulate classification, nor do they protect such procedures from prejudice and abuse. That being said, it is evident that Section 22, at the very least, needs to be redrafted in more suitable, definitive terms that ensure our state organs, entrusted with this determination, are better informed and regulated, and secondly promote meaningful civic engagement with the legislation; such regulations provide for a more effective, manageable practice, and are consistent with South Africa’s democratic foundations.

b) Section 23: Report and Return of Classified Records

This provision requires a person in possession of a classified record to return that record to South African Police Service or the National Intelligence Agency. It would be very difficult to refute the argument that this clause can be seen to be an attack on freedom of expression in general and media interests in particular. 

Recommendation: There ought to be an exception to this rule, where for example if the record reveals unlawfulness, then that record should not be subject to the rule. That there is currently no general public interest exemption in the Bill is also a matter of substantial debate. The further absence of any form of specific media protection or exemption in the Bill is a cause of great concern.

c) Section 26: Automatic Declassification

This section purports to provide for automatic declassification of records which were classified prior to the 1994 democratic transition or records that have remain classified for over 20 years since the date of classification, among other. However this is a false promise as the section effectively provides for reclassification of those documents in terms of this Bill.

Recommendation: We recommend that the following text removed from 26(a) and 26(b): “unless the information is classified in terms of this Act”. Secondly we recommend that the text be removed from 26(c): “except as provided for in section 3(2)(d)”.

d) Section 27: Maximum protection periods

This section is extremely problematic. The provision initially provides for a classification period of 20 years but then it soon introduces the possibility of extension of this period to thirty (30) years and indefinitely thereafter. This is unheard of and actually goes against international best practice and trends. In the rest of the world the twenty-year secrecy rule is being reviewed downwards to fifteen or ten years yet in South Africa we are looking at extending the period from twenty years to thirty years and beyond. 

Historically, the thirty year rule predates most access to information laws and is most prominently found in former British colonies. The rules are remnants of dominion legislation, derived from the British Public Record Acts, and are now circumvented or even replaced by more recent access laws. 

Unlike South Africa, the rule is generally not to be found in Official Secrets or information access legislation, but rather in the laws governing the transfer of public information/records to the National Archives. The actual relationship of these rules to other information legislation is thus slightly unclear, and exemptions in the name of national security, inter alia, are routinely provided for.

i) United Kingdom

Section 3(4) of the Public Records Act allows for the transfer of any document older than 30 years to the national archive. Section 3(5) allows for this transfer to be suspended by the Lord Chancellor if in the interests of the proper administration of the records office. There does not seem to be any other restriction on the operation of the rule.

Such a regime is mitigated by the Official Secrets Act. Here, there is no blanket restriction or corresponding blanket release clause; individuals are given specific notification
 in relation to specific circumstances preventing disclosure for a period of 5 years
. This is then subject to renewal and may be revoked at any time.

Thus, classified documents in the United Kingdom must be reassessed every five years in order to justify their continued exemption under the Official Secrets Act, and these reassessments are limited in number by the thirty year rule to which all records are made subject.

ii) New Zealand

Under S 50 of the Public Records Act, documents may be withheld from the National Archives for an initial period of ten years. Once this period has expired, the Chief Archivist may submit a formal request for release, but the ten year period may be extended for a further ten years without review
, at any point prior to its expiry.

While this seems restrictive, The New Zealand information laws are widely regarded as a huge success. Both the Courts and information officers have adopted an approach which presumes that all public records should be disclosed. The release of public documents is further considered  vital to the empowerment of the individual. Such restrictions seem to be acceptable within the jurisdiction given a general commitment to transparency and disclosure by both the judiciary and government. There seems little basis on which to sustain any argument of abuse at present.

iii) Ireland

The rule is found within Section 8 of the National Archives Act 1968, and may be restricted on the basis of, inter alia, public interest and national security issues. These restrictions must be reviewed every five years.

The proposed South African Bill stipulates that any Minister can approve the extension of the secrecy period to thirty years and longer based on, inter alia, an overly broad “national interest” consideration. It is particularly strange language as there is no mention of a public interest. In an open democracy such as ours one would have thought that there would be at least a countervailing provision that provides for a shorter classification period based on clearly defined public interest considerations. The Bill seems to uphold national interest considerations, which invariably are biased towards the interests of the government of the day, above public interest considerations, which are mostly the concerns of the citizens.

We challenge the 30 year-rule implied by Section 27, on the grounds that protection and access to information would be best served if contingent upon the concept of a document’s “maturity”, rather than its “chronological age”. 

The chronological age of a document is to be differentiated from the “maturity” of the document. Whereas, chronological age is straightforward— measured quantitatively from inception; maturity is defined as “readiness” for disclosure, when the reason(s) for the applicable exemption expire. In terms of policy formulation, other jurisdictions such as the United Kingdom, have defined “maturity” as the extent to which policy has developed and hence ready for publication. Reasons for exemptions provide guidelines for bodies with information: if reasons apply, bodies are mandated to protect such information. If reasons no longer apply, if the exemption survives in name only, then to refuse disclosure is unjustifiably limiting the right to access information, a right of which the Bill takes time to address in the preamble and opening sections (cf. Section 2.)

Recommendation: Consistent with the argument that maturity is a more accurate and objective measure of information’s readiness for disclosure, we recommend that the Bill must be redrafted to favour the “maturity approach” instead of the “chronological age” approach in establishing procedures for protection of information and must provide for a shorter classification period. The assumption that chronological age uniformly aligns with the expiration date of exemptions is untenable. Should the committee still favour the chronological age approach, we recommend that only the text “Information may not remain classified for more than a 20-year period” be retained in section 27 and the rest of the text be deleted. 

2.8 Chapter 6:  Criteria for the continued classification or designation of information

a) Section 33 (1) states that: 

“In taking a decision whether or not to continue the classification or designation of information, a head of an organ of state shall consider whether the lifting of the designated status of information or the declassification of classified information is likely to cause significant and demonstrable harm to the national interest of the Republic.” [Own emphasis]

Again the Bill seems to go squarely against the provisions of the highly regarded PAIA. PAIA provides for exemptions to the right of access to information, yet even those exemptions are still subject to the public interest override (sections 46 and 70). This means that even if the record falls within the category of records that must not be disclosed to the public, such a record can still be disclosed if it remains in the clearly defined public interest to do so. Granted, PAIA does somewhat inhibit the ability of the “public interest” to favour disclosure by limiting its definition to three aspects only,—physical and environmental safety, as well as unlawfulness; and again, these aspects, even if shown to be for disclosure, have the potential of being outweighed by specified rights or important interests. Yet, this Bill does not even mention the public interest in a meaningful way, public interest is not defined or included in the Bill in a way that will give effect to the right to know. 

This establishes disclosure of protected documents in the public interest. This Bill however, inverts this by establishing secrecy in the national interest.  Basically, a public interest based test is replaced by a ‘national interest’ qualification. As indicated above, this is a very different test to one based upon the public interest and seems to unduly favour the interests of Government.

Further more, the criteria provided for in section 33(2) only define reasons for withholding disclosure while neglecting reasons warranting disclosure, such as public safety. 

Recommendation: There is no compelling argument in the Bill for disclosure, and thus it neglects the right of access to information. If the bill is to neglect this right, then the preamble, as well as its invocation of the Constitution, should be reworded for consistency purposes. We recommend that the Bill in general and this section in particular be reworked to let the principle of the public interest permeate through out. At the very least a public interest override clause should be built into this section.

b) Section 35 provides for possibility of the review of the classification and designation status of certain information. However, it is not clear why it is necessary to only allow (section 35(1)) “interested non-governmental parties and individuals” to request the review of status of classified and designated information. How will “interest” be established?

Section 35(2) is an unreasonable limitation of the right of freedom of expression and the right of access to state information as upheld in our Constitution. We are not convinced that requests for review of status must only be “in furtherance of genuine research interest or legitimate public interest legally”. Why must such requests be only limited to these purposes. In terms of PAIA a person requesting access to information held by a public body does not have to give reasons why they want the information, why must it be the case in this legislation.

The requirement to show that the request for a status review is for a prescribed purpose makes the possibility of a positive decision on the request quite remote as now there would be a double-hurdle that requestor would have to deal with:

i) The grounds for requesting a review

ii) The actual nature and content of the information

The effect of this provision is very similar to the implications of private sector application of PAIA where a requestor has to show that they need the information requested for protection of any other right. This practical implication of this is PAIA has been quite difficult to use in accessing privately held information as the requestors get frustrated on the first hurdle of showing that the information they need will in help them protect or exercise another right. The prevailing jurisprudence on PAIA as it relates to the private sector is showing that PAIA is failing in promoting the right of access to privately held information, there is nothing to say that this Bill will also fail on the same grounds.

Recommendation: The text “interested non-governmental parties and individuals” in section 35(1) must be replaced with “anyone” and section 35(2) should be removed in its entirety.

c) Section 36 stipulates the procedure for the status review

Section 36(2) states that the state official holding information is given “90 calendar days” to review a request for information and to make a determination thereof.

The ninety (90) calendar day period is far too long; legislators need to consider the staggered transitional approach that was adopted in terms of PAIA. In the first year after PAIA was introduced holders of information had ninety days to respond to a request for information, the period was reduced to 60 days after the first 12 months since the Act came into force. The period was finally reduced to 30 days after the second 12 month period
.  The 30 day processing period in terms of PAIA can be extended by up-to 30 more days under specific circumstance prescribed in the law.

If section 36 is read together with section 37 providing for appeals to a Minister this means that by the time the Minister decides on the appeal 210 days/seven  months  could have passed since the request for declassification was made!

Recommendation: We recommend that officials be given 30 days to decide on requests for status reviews.

2.9 Chapter 10: Release of Declassified Information

a) Section 39(1) states that:

“Classified information that is declassified or information that has had its designated status lifted may be released to the public in accordance with national and departmental policies and procedures, legislative requirements, inclusive of the Promotion of Access to Information Act, 2000 (Act No. 2 of 2000), and orders of courts.” [Own emphasis]

Here the Bill misses an opportunity of being truly consistent with the constitutional principles of openness and transparency. 

Recommendation: The Bill must establish a positive obligation to voluntarily release declassified information. This could be done by replacing the text “may be released” with “must be released”. 

b) Section 39(1) states that:

This question provides for the referral of requests for classified records from one institution to another. Firstly, in PAIA this matter is dealt with differently. There is a positive obligation on officials to transfer requests to the relevant institutions. This clause should be made consistent with section 20 of PAIA.  Secondly this clause states that following a request for classified or designated information, the official in possession of the record, must refer the record to “the originating organ of state”. This is viewed as problematic for several reasons— for example, this provision may delay the information request (cf. 22 (b) (v)), and leave the process open to abuse, as the “originating organ” could easily attempt to protect such information for unlawful reasons as set forth by the bill itself, such as to “prevent embarrassment” or to “conceal an unlawful act or omission” (cf. 22 (b) (i) (iii)). 

Recommendation: “refer” in the phrase “it shall refer the request” should be replaced with “transfer”.

c) Section 39(4) states that:

“There is no automatic disclosure of declassified information to the public unless that information has been placed into the National Declassification Database as provided for in section 41 of this Act.”

This clause does not uphold the democratic principle of proactive disclosure of information. We urge the committee to provide for the automatic release of any declassified information.

d) Section 41(1) provides that information that may be refused in terms of PAIA must not be put in the National Declassification Database.

Recommendation: We believe that the Bill is setting the bar for access to information unnecessarily high. We propose that “may” in the phrase “…such information may be refused” should be replaced with “must”.

2.10 Chapter 12: Offences and Penalties 

a) This chapter establishes prohibition of various subversive activities.

Thankfully this is the only material link between the Bill and the Apartheid-era Protection of Information Act of 1982. The most serious penalties under both laws arise from the disclosure of documents which in some way prejudice the interests of the State. The requisite intent is formulated differently under both Acts. This is essential as the mens rea described under the 1982 regime is virtually non existent.

Under the 1982 Act intent is largely irrelevant. If the information is contained in a form recognised by the Act, then a scheme of strict liability is applicable. If it is not, then the information must be such that an individual “knows or reasonably should know may directly or indirectly be of use to any foreign State or any hostile organization and which, for considerations of the security or the other interests of the Republic, should not be disclosed to any foreign State or to any hostile organization” (Section 3). This is overwhelmingly broad.

Under the Bill Act this is replaced by the term “intention to give advantage to

another state”. There is no corresponding statutory definition of advantage. Clearly this could be problematic. Does it refer to a material advantage or can it be used for propaganda purposes? Is it necessary for the advantage to be enjoyed by a foreign state to the detriment of South Africa? 

Recommendation: We urge the committee to provide more clarification on the issue of “advantage”, though it is suggested that some element of mala fides is necessary and that an “intention to give advantage” is insufficient given the gravity of sentence. Secondly we call on the committee to consider that in certain circumstances individuals may commit some offences established in this section which action may have an effect of being of benefit to the citizens. It is therefore advisable to build in a public interest override into this section.

b) Section 46 states that:

“Any person who harbours or conceals any person whom he or she knows, or has reasonable grounds to believe or suspect, has committed, or is about to commit, an offence under sections 44 and 45, is guilty of an offence and liable to imprisonment for a period not exceeding ten years.”

Section 16(a) of the Protection of Information Act of 1982 seems to have been transplanted almost verbatim into Section 46 of the 2008 Bill, though this is not the case with subsections (b) and (c). As result the Bill creates less offences under the heading “Harbouring or concealing persons”, but dramatically increases the penalty from one year maximum imprisonment to ten.

c) Section 50 states that:

“Any person who discloses designated or classified information outside of the manner and purposes of this Act except where such disclosure is for any purpose and in any manner authorized by law is guilty of an offence and liable to imprisonment for a period not exceeding five years.”[Own emphasis]

One interpretation of this provision may have this provision effectively criminalising whistleblowing. Section 50 states that any person who discloses designated or classified information through any means other those provided for in Bill can be held criminally liable. This provision would have been consistent with the culture of openness and accountability had there been built into it a public interest override allowing the usage of the whistleblower protection provisions that allow any disclosures that reveal unlawful conduct, criminal activity and corruption. This override would make the Bill consistent with PAIA and the Protected Disclosures Act (PDA).

Recommendation: Firstly, the text “…, including the Promotion of Access to Information Act and the Protected Disclosures Act,…” must be added after the phrase “…authorized by law…”. Secondly a general public interest override must be built into this section. 

2.11 Chapter 13: Protection of Information in Courts

Section 57(1) is not properly numbered. The last numbered article should be numbered “(10)”, not “(8)”. However more importantly, this article should also be reworded. 

Recommendation: In terms of 57(8) rather than aim to “accommodate…open justice”, the court is obliged to apply the principles of “open justice” to protect the national interest (section 57(9)). Transparency and national interest should not be at odds with one another.

2.12 Chapter 14: Miscellaneous

a) Section 58(1) provides for the compilation of annual reports by public institutions on “application of the protection of information policies” and procedures, among others.

Recommendation: The Bill needs to require officials to publicize these reports (in the public interest).

3 Conclusion 

We thank the committee for opening an opportunity to the public to submit its concerns regarding this Bill and we will be grateful for any opportunity to address the committee at a public hearing where we can elaborate further on matters raised in this submission. 
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� The Constitution of the Republic of South Africa, Act 108 of 1996. http://www.polity.org.za/govdocs/constitution/saconst.html 


� This was recognised in inter alia Clutchco (Pty) Ltd v Davis 2005(3) SA 486 (SCA) at para 1 and Mittalsteel South Africa Ltd v Hlatshwayo 2007(1) SA 66 (SCA) at para 5


� Promotion of Access to Information Act, Act 2 of 2000. http://www.gov.za/gazette/acts/2000/a2-00.pdf . For a detailed analysis of the Act, see Currie and Klaaren, The Promotion of Access to Information Act Commentary (Siber Ink 2002). 


� See Dimba, M. “Access to Information As  A Tool for Socio-Economic Justice” ,  paper given at the Carter Centre’s International Conference of the Right to Public Information, 26 February 2008, Atlanta, Georgia


See also “Are we safer with Secrecy” [Webcast] http://www.cartercenter.org/resources/media/conversations2.08.ram





� (6) Notification that a person is subject to subsection (1) above shall be effected by a notice in writing served on him by a Minister of the Crown…


� (7)  a notification for the purposes of subsection (1) above shall be in force for the period of five years beginning with the day on which it is served but may be renewed by further notices…


� Save administrative principles.


� See section 87 of the Promotion of Access to Information 2 of 2000





PAGE  
1

